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Abstract. We consider families of networks where processes communi-
cate by synchronous broadcast (i.e., a sent message is received by all the
neighbours of the emitter) and we study the following safety problem: is
there a network in the given family, such that some process can reach
an error location? Specifically, we focus on families of network topologies
defined by graph grammars, where each node of the produced graph can
be either a clique or a cloud (anti-clique) of processes of unbounded sizes.
We show that, in general, the considered safety problem is undecidable,
when the communication is reliable, and becomes decidable with unre-
liable communication (i.e., broadcast messages can be lost) or whenever
the protocols executed by the different processes cannot send and re-
ceive messages from the same control state (also known as the wait-only
syntactic restriction).

1 Introduction

Present-day computer systems are increasingly distributed, with myriads of de-
vices that communicate over a network. The design of such networks often re-
quires structuring the network into subnets that have specific communication
topologies, which determines their functionalities. The physical layers may also
vary inside the same network, from wired, i.e., obeying a point-to-point commu-
nication policy, to wireless, i.e., relying on a broadcast communication model.

The huge scale of networks, such as datacenter networks with > 104 routers
for a regional hub and continuously growing, requires parametric verification
techniques, that work no matter how many servers in a rack, switches in a
cluster, clusters in a layer, etc. Despite decades of theoretical research and an
impressive body of results (see [4] for a nice survey), these techniques consider
a small number of fixed communication topologies, such as cliques that model
broadcast [14], or rings that model point-to-point communication [6].

One of the reasons for focusing on particular hard-coded architectures (i.e.,
cliques and rings) is that the parameterized verification of safety properties (i.e.,
reachability of a given error state by some process in the network) is undecidable
even for ring topologies that circulate sufficiently many message types [6]. For
clique (or equivalently complete) topologies instead, the problem has been shown
to be decidable when the communication is performed by synchronized pairwise
rendez-vous [14] (with a polynomial time algorithm) or by broadcast [12].
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2 R. Iosif et al.

Some of the limitations imposed by such hard-coded architectures have been
overcome in recent years, with the development of parametric verification tech-
niques for systems described using logic [3] or graph grammars [18,5,16]. Logic-
based specification languages are particularly suitable for describing graph prop-
erties, such as planarity, k-colorability or connectivity. On the other hand, graph
grammars are appealing for their constructive aspect, i.e., the ability of speci-
fying how large graphs are built from smaller subgraphs. Both logics and graph
grammars are at the core of the theory of formal languages, due to seminal
result of Courcelle and Engelfriet, which shows the decidability of Monadic Sec-
ond Order (MSO) logic over the classes of context-free languages produced by
hyperedge-replacement (HR) and vertex-replacement (VR) grammars (see [7] for
a survey).

Contributions. In this paper, we consider the parameterized safety problem for
families of topologies described by VR-grammars, with a broadcast communi-
cation model, where each process sends messages to all its neighbors in the
graph. Since the parametric safety problem is known to be undecidable even for
line topologies [9], we consider families of underlying clique-and-cloud topolo-
gies, in which each vertex represents either a clique (i.e., a complete graph) or
a cloud (i.e., a completely disconnected graph). The vertices of the expanded
cliques/clouds are pairwise linked as indicated by the underlying graph. In other
words, our topology specification language does not allow to describe a line, ring
or tree of processes, but instead lines, rings or trees of cliques/clouds of arbitrary
sizes, respectively. This style of specification is inspired by the layered architec-
tures of modern datacenters, such as Azure [17], where each layer consists of a
cloud of pairwise disconnected switches, that are connected with all the switches
from the upper and lower layers.

When considering such families of structured cliques/clouds, the parametric
safety problem becomes undecidable under the reliable communication model,
even for the simplest clique-and-cloud topologies, such as a line. This is not
surprising, because, for instance, reliable broadcast in a clique can be used to
determine a leader (i.e., send all non-leader processes into an inactive sink state),
hence a line of cliques can become a line of leaders, able to simulate a 2-counter
Minsky machine [9].

To recover decidability, we consider two natural restrictions: unreliable com-
munication, i.e., where messages can be lost, and reliable communication with
the wait-only restriction on the local control of a process, i.e., no states from
which messages can be both sent and received [15]. All decidability results are
obtained by an encoding of the safety verification problem in an MSO formula,
that is checked against the VR-grammar that describes the family of clique-and-
cloud topologies. The latter problem (i.e., the existence of a model of an MSO
formula in the language of a VR-grammar) is decidable, by a classical result of
Courcelle and Engelfriet [7].

Related Works. Parametric systems with clique topologies, that communicate
using reliable broadcast have been among the first to be studied in the liter-
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Safety Analysis in Broadcast Networks Defined by Graph Grammars 3

ature [12]. The technique for establishing decidability of the parametric safety
problem relies on an algorithm based on well-structured transition systems [1].
Unfortunately, these results strongly depend on the hypothesis that the topol-
ogy of each system is a single clique. In contrast, our work goes beyond single
cliques and allows to reason about parametric systems whose topologies con-
sist of arbitrary graph-like structures, with vertices representing cliques and/or
clouds.

In [9,8], Delzanno et al. study the parametric safety problem for reliable and
unreliable broadcast seeking for a topology which breaks the safety property.
They show that this problem is undecidable for reliable broadcast [9] and is de-
cidable in polynomial time when the communication is unreliable [8]. Another
way to regain decidability with reliable broadcast is to restrict the set of topolo-
gies by considering graphs where the length of the minimal path between two
vertices is bounded [10]. In these works, the set of considered topologies is not
able to describe precise architectures, it is either unrestricted or the restriction
regards only the length of paths in the graphs.

Graph grammars and MSO have been used to specify families of topologies
using the point-to-point (rendez-vous) communication model. In this model, each
network of processes is simulated by an equivalent 1-safe Petri net [13], mean-
ing that the parametric verification problem amounts to reasoning about infi-
nite families of 1-safe Petri nets, that share a certain structural invariant. On
one hand, parametric systems specified using HR-grammars can be translated
into a finite set of Petri nets, that over approximate their behavior [5]. On the
other hand, parametric systems specified by VR-grammars can be converted into
HR-systems that preserve the safety properties [16]. For token-passing systems,
where the rendez-vous communication is restricted to the passing of a single
token among processes, the decidability of the safety verification problems is es-
tablished using the same decidability result of Courcelle and Engelfriet [7] used
in this paper [2]. Unfortunately, such decidability results for rendez-vous sys-
tems cannot be easily transferred to broadcast systems, mainly because, with
broadcast, the number of participants in an interaction is unbounded.

Notation. The set of natural numbers is denoted by N. Given numbers ¢,j € N,
we write [i, j] = {i,i+1,...,;}, assumed to be empty if i > j. The cardinality of
a finite set A is denoted by | A|. The disjoint union AW B is defined as the union
of A and B, if AN B = (), and undefined, otherwise. For a relation R C A x A,
we denote by R* its reflexive and transitive closure. We write [z — y] for the
function f : A — A that sends z into y and behaves as the identity over A
everywhere else.

Due to lack of space, omitted proofs can be found in Appendix.

2 Network Model

This section defines the network model. Intuitively, a network is a binary graph,
whose vertices run identical copies of one or more finite-state machines, called
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4 R. Iosif et al.

process types. Instances of process types, also called processes, placed on adjacent
vertices in the network graph may engage in broadcast communication along the
edges: a process sends a message and several or all of its neighbours receive it. As
usual, sending or receiving a message is modelled by a local state change within
a sender or receiver process, respectively.

2.1 Process Types and Network Topologies
Let X' be a finite alphabet of messages, considered fixed in the rest of this paper.
Definition 1 (Process Type). A process type P is a tuple (Q, Gin,d) where:

— @ is a finite set of control states,

— Qin € Q is the initial state,

-0 CQx{t,Im|m e X} xQ is the action relation; as usual, we write
q s ¢ instead of (q,a,q') € 6.

In the rest of this paper, we fix a set of process types P = {Py,..., Py}, for
which we assume that P, £ (Qi, qin,i, 0;) for all ¢ € [1,/] and that Q; N Q; =0

for all 4 £ j € [1,4], i.e., each process type has a set of local states disjoint from
def def

the other. Let Q = 4, .;<, @i and § = 4, ., ., J; denote the overall set of states
and transition relation, respectively. o

We represent a network by a simple undirected binary graph, with no self-
loops, such that each vertex of the network graph is labelled by a process type.

Definition 2 (Network Topology). A network topology is a P-labeled graph
G = (V, E, lab) such that:

— V is a finite set of vertices,

— EC(VxW\{(v,v) |v eV} is an irreflexive and symmetric edge relation,
ie., (u,v) € E < (v,u) € E for all u,v €V,

— lab : V — P labels each vertex with a process type.

2.2 Execution Semantics

The execution of a network is formally described by a transition relation over
configurations. A configuration is a snapshot of the network, that gives the local
state of each process. Formally, a configuration of a network topology G =
(V,E,lab) is a function ¢ : V — @, where Q is the set of states, such that
c(v) € Q; if lab(v) = P, for each vertex v € V. The initial configuration c{
is given by ¢ (v) = qin, for each vertex v € V such that lab(v) = P;. For
a given configuration ¢, we denote by #.(q) = |{v € V | ¢(v) = ¢}|, whenever
the network topology in question is understood. We denote by Cg the set of
configurations for a graph G.

For a given network topology G, we define a transition relation = C Cg xCg.

For a family G of topologies, we define the relation :>gdéf UGeg =a. We omit
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Safety Analysis in Broadcast Networks Defined by Graph Grammars 5

mentioning the network topology of the family thereof, whenever this is under-
stood or not important. In the definition of = ¢, hence of =g, we distinguish the
cases of reliable and unreliable communication. The communication is reliable if
each message that has been sent, via a !m action, will be received, via a match-
ing ?m action, by each process able to take that action. Instead, in unreliable
communication, some messages may be lost. Let G = (V, E, lab) be a network
graph, in the following.

Reliable communication. The execution semantics for reliable communication is
the relation =,.C Cg x Cg, such that ¢ =, ¢ if and only if, (i) there exists a

vertex v € V and a message m € X such that c(u) LN ¢’ (u) and (ii) for each
vertex v € V'\ {u}, exactly one of the following holds:

— (u,v) € E and ¢(v) Iy c'(v), i.e., v is a neighbour of u that can receive m,

— (u,v) € E, ¢(v) s ¢ for no ¢’ € Q and ' (v) = ¢(v), i.e., v is a neighbour
of u, but it cannot receive m, or
— (u,v) ¢ E and ¢/(v) = ¢(v), i.e., v is not a neighbour of w.

In this case, we also say that u sends the message m. Note that a send action is
always non-blocking, meaning that it will be executed even if no neighbouring
process can execute a matching reception.

Unreliable communication. The execution semantics for unreliable communica-
tion is the relation =,C Cg X Cg, such that ¢ =, ¢ if and ouly if, (i) there

exists a vertex v € V and a message m € X such that c(u) LN ¢ (u) and (ii)
for each vertex v € V'\ {u} one of the following holds:

— (u,v) € E and ¢(v) s ' (v), i.e., v is a neighbour of u that receives m,
— (v) = ¢(v), i.e., v does not receive the message.

In this case, even if a neighbour of the sender can receive a message m, via a

q tm, q' action, it may not take that action.

le ?a
gzl ()0 (n)
«Jo A 2 A
Process type P, Process type P,
P Py
I’ R e I
Py Py

Fig. 1: Two process types and a network topology G



190

191

192

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

209

210

212

213

214

215

216

217

218

219

220

221

222

223

224

225

226

227

228

6 R. Iosif et al.

Ezample 1. We draw an example of two process types P; and P, on Figure 1
with respective initial states ¢in,1 and ¢;n 2 together with a possible network
topology G (all the lines are considered to be edges, even if they are dashed).
We wonder whether in this latter topology, there is an execution from the initial
configuration which leads to a configuration where the central vertex is in state
@5- Note that to reach such a configuration, the central vertex needs to receive
sequentially the messages a, b and c. These messages can be produced by the
vertices with process type P;. However, if we consider the reliable semantics, it is
not possible to reach this configuration, because in the two cliques of vertices with
process type P; (on the left and on the right), as soon as a process broadcasts
a message, it sends its neighbours in state go from which they cannot broadcast
messages any more. It is hence impossible that the three messages are sent. As a
matter of fact, it is possible to put the central node in state g4 but not in gs. If we
consider the unreliable semantics, then it is possible to reach a configuration with
the central node in ¢, the reason being that when a process in one of the clique
of process types P; has a neighbour which broadcasts a message, it does not have
to receive it. We can hence have three vertices, where the first one broadcasts a,
then the second one broadcasts b and finally the last one broadcasts c.

3 Families of Topologies

We introduce a specification method for describing infinite families of network
topologies. The definition is given in two stages. First, we consider graphs whose
vertices can be replaced either by a clique (i.e., complete graphs) or a cloud
(i.e., a set of disconnected vertices), depending on a special label. These graphs
are called clique-and-cloud topologies. Second, we introduce graph grammars
that describe infinite sets of clique-and-cloud topologies. A family of topologies
described in this way consists of the set of concrete expansions of the clique-and-
cloud topologies from the language of the graph grammar.

3.1 Clique-and-Cloud Topologies

A clique-and-cloud topology G is a tuple (V, &, Lab, VA, V.) where (V, &, Lab) is
a network topology and V = VA W V. is a partition of the vertices. Each vertex
in Va represents a clique (i.e., a complete graph of unbounded size), whereas
each vertex in V. represents a cloud (i.e., an unbounded number of disconnected
vertices). Each undirected edge (u,v) € & represents a set of undirected edges,
between each vertex represented by w and each vertex represented by v.

Definition 3 (Expansion). A network topology G = (V, E, lab) is an expan-
sion of the clique-and-cloud topology G = (V,&, Lab,Va,V-) via a surjective
function f:V — V if and only if the following hold:

— lab(v) = Lab(f(v)) for all v € V, i.e., all vertices in the expansion inherit
the process type of the originating vertex from the clique-and-cloud topology,
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Safety Analysis in Broadcast Networks Defined by Graph Grammars 7

— (u,v) € E and (i) (f(u), f(v)) € € or (ii) f(u) = f(v) and f(u) € Va, i.e.,
an edge in the expansion corresponds to an edge from the clique-and-cloud
topology or from one of the expanded cliques.

We denote by [G] the set of pairs {(G, f) | G expands G via f}.

We sometimes write G € [G], meaning that there exists a surjective function f,
such that (G, f) € [G]. Note that each clique-and-cloud topology represents an
infinite number of network topologies.

P, P, P f}

Fig.2: A clique-and-cloud topology and one of its expansion

Ezxample 2. On Figure 2, we depicted on the left a clique-and-cloud topology
consisting of three cliques A labeled with P; and one cloud node [Jjj labeled with
P,. The right side of the figure shows an expansion of this topology (we have
drawn in dashed lines the edges which connect the cliques and clouds together,
and in plain lines the edges of the cliques).

3.2 Graph Grammars

We consider graph grammars written using the vertex-replacement (VR) al-
gebra, see [11,7] for surveys. This algebra manipulates graphs having a set
of designated vertices, called ports. In our setting, ports are labelled (in ad-
dition to process types and clique/cloud labels) with elements from a count-
ably infinite set IT of port labels. An open clique-and-cloud topology is a tuple
WV, &, Lab, VA, V-, Port), where (V,&, Lab,Va,V.) is a clique-and-cloud topol-
ogy as before and Port : V — II is a partial mapping associating several vertices
with port labels. Note that the same port label can be used to label zero or more
vertices. In the following, we do not distinguish isomorphic graphs, i.e, that differ
only by a renaming of vertices.

We consider the VR algebra, whose domain is the set of open clique-and-cloud
topologies, and whose operations are described below:

— Unit graph: for a port label m € IT, P € P and k € {4, -}, the constant (i.e.,
nullary operation) e (P, k) denotes the open topology with a single vertex,
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labelled with the process type P and port m, that belongs to V,, and no
edges.

— Edge creation: edg,, .,(G) adds an undirected edge between each vertex
labelled 7; and each vertex labelled 72 from G, see Figure 3 (a).

— Port redefinition: relab,(G) renames each port label 7 of G as a(w), for a
mapping « : IT — II, see Figure 3 (c).

— Disjoint union: Gy ®Gs takes the component-wise disjoint union of G; and G,
(if the graphs are not disjoint, we take an isomorphic copy of one of them),
see Figure 3 (b).

Given a set of variables X' (of arity 0), a term of the VR-algebra over IT
and X is built as usual from the operations of VR and the variables from X. A
ground term is a term with no variable. We write §'* for the clique-and-cloud
topology obtained by interpreting the function symbols in the ground term 6 as
the corresponding VR-operations and by removing the port labels.

st T m 1
(a) edg_,(17w2 . T2 — T (b) fas) . T2 . up)
st T m 1
T 3
(c) relabpr, sry) LET [N 2
T 3

Fig. 3: The operations of the vertex replacement algebra; (a) edge creation, (b)
disjoint union and (c) port redefinition

We use grammars (i.e., finite sets of recursive rules) over the signature of the
VR-algebra to describe infinite sets of clique-and-cloud topologies:

Definition 4 (VR-graph grammar). A VR-graph grammar I' is a tuple
(X,II,R,Xo) where X is a set of non-terminals (i.e., variables), II is a set
of vertex ports, X¢ is an initial non-terminal and R is a set of rules of the form
X — 0 where X € X and 0 is a VR-term with variables from X.

Given two terms & and 7, a derivation step £ ~»p n means that 7 is obtained
from £ by replacing an occurrence of a non-terminal X with the term 6 for some
rule X < 6 from I'. A X-derivation is then a sequence of steps starting with
the non-terminal X. The derivation is complete if it ends with a ground term
(a term is ground if it has no variable occurrences). This allows us to define
the language of a grammar £(I") which is the set of clique-and-cloud topologies
defined by {O"™ | X ~% O is a complete X,-derivation}.

Ezxample 3. We present a grammar which generates clique-and-cloud topologies
in form of a star with a central cloud vertex of process type P, and adjacent
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Safety Analysis in Broadcast Networks Defined by Graph Grammars 9

clique vertices around it of process type P;. The grammar is defined as I'syqr =
({Xo,S,C, 0}, {m,m}, R, Xo) and the rules of the grammar are given by:

XQ — Edgﬂ—hﬂz (S) C — .7T2(P2,_',)
S = (5a0) O < om (P, A)
S = (Ca0)

The clique-and-cloud topology depicted on the right of Figure 2 belongs to
L(Istqr) and it corresponds to the term: edgr, , (((em2(Ps,.".) ® om (P, A)) @
o (P, A)) & oy (P, A))

3.3 Safety Problem for Topologies Defined by Grammars

We can now present the safety verification problem we are interested in. It con-
sists in checking, given a VR-graph grammar and a control state ¢, whether
there is a network topology G belonging the the expansion of a clique-and-cloud
topology in the language of the grammar such that there exists an execution in
G where a process leads the control state gq. This problems is connected to a
safety question, because if ¢ is an error state and the answer to the problem is
negative, it means that in all the clique-and-cloud topologies obtained from the
grammar, the error state can never be reached. We move to the formal definition
of the control state reachability problem which is parameterized by a network
transition relation = for the broadcast (reliable vs unreliable):

CSReach(=)

Input: A VR-graph grammar I" and a control state ¢

Does there exist G € L(I") and G € [G] and ¢ € Cg such that:

Question: #.(q) >0and ¢ =*c?

4 Undecidability for Reliable Communication

We prove that the parametric safety problem is undecidable for clique-and-cloud
systems with reliable communication. In [9], this problem was proven to be un-
decidable, without any restriction on the considered topologies, i.e. given a single
process type and a state, does there exist a network topology where a process
can reach the given state? However, if one considers the networks to be cliques,
the problem is known to be decidable [12]. This is what motivates us to look at
network topologies generated by clique-and-cloud topologies. The undecidabil-
ity proof presented in [9] relies on two ingredients, first the authors show it is
possible to ’extract’ a line from a network topology (here extracting means that
the other vertices are sent in an error state from which they cannot perform
any actions any more) and then they explain how to simulate the behavior of
a Minsky machine with two counters (programs that manipulate two natural
variables, which can be only incremented, decremented and compared to 0) on
lines of unbounded size. Our undecidability proof uses similar techniques.



313

314

315

316

317

318

319

320

322

323

324

325

326

327

328

329

330

331

332

333

334

335

336
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4.1 Leader Election in Clique-and-Cloud Topologies

A_kA_A

ST I &

Fig.4: Two process-types, a cloud-and-clique toplogy in £(I'z) and one of its
expansion

We first give the intuition on how one can extract a line of single vertices with
different process types, from a line of cliques. We consider the two process types
given in Figure 4 and a grammar which produces lines of clique vertices, where
the process associated to each vertex alternates between P, and P,. The grammar
in question is I', = ({Lo}, {71, 72, 3, 4, 75}, R, Lo), having the following rules:

Lo < edgn, r,(om1(P1, A) @ ema(Py, A))
Lo < relabir, s ns myrsms) (€dGns my (rlabipy sz (Lo) © relabpr, ) (Lo)))

One can see that the language £(1I7,) is composed by clique-and-cloud topolo-
gies of the following form for some m > 1: G = ({v; }h1<i<om, &, Lab, VA, V-) with
E ={(vi,viy1), (Vit1,v;) | 1 <i < 2m—1}, Lab(v;) is equal to Py if i is odd and
to P, otherise, and Va = {v; }1<i<om. The left-hand side of Figure 4 provides an
example of such a topology with m = 2 and on the right is depicted one of its
expansion. On this latter network topology, we have indicated control states to
represent a possible configuration reachable from the corresponding initial con-
figuration with reliable broadcast. One specificity of the reachable configurations
(with the reliable semantics) is that for each clique component in the clique-and-
cloud topology, there is at any moment at most one vertex in state s; or so and
if such a vertex is present, the other vertices of the same clique are in the state
erry or erre. Indeed, to reach such a state the corresponding process needs to
broadcast the message m or ms sending all its neighbors with the same process
type into the error state err; or errs. Note that if we consider the unreliable
semantics, this property will not hold anymore, and we could find two vertices
in the same clique labeled for instance with s;. If we consider that the vertices
in states err; and erry will not participate in any further communication, and
we extend the process types starting from s; or so, this means that we are able,
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Safety Analysis in Broadcast Networks Defined by Graph Grammars 11

in a certain sense, to extract a single line from any clique-and-cloud topology
where process types of type P, and P, alternate. While this method of leader
selection is only viable for clique topologies, we present a second method in the
full proof in the Appendix which deals with clique-and-cloud topologies.

4.2 Simulating a Minsky Machine

As said before, our undecidability result comes from the possibility to simu-
late the behavior of a (two-counter) Minsky machine with line topologies of
unbounded length. A (two-counter) Minsky machine is a program which manip-
ulates two natural variables (or counters) ¢; and cg, and which is composed of a
finite set of instructions. Each of the instruction is either of the form (1) L : ¢; :=
ci+1; goto L’ or (2) L : if ¢; = 0 then goto L’ else ¢; := ¢; — 1; goto L”
where i € {1,2} and L, L', L” are labels preceding each instruction. Further-
more, there is a special label Lg from which nothing can be done. The behavior
of each instruction is the expected one. The halting problem of deterministic
Minsky machines, which consists in deciding whether the unique execution that
starts from Lo with counters equal to 0 reaches Lp, is undecidable [19].

A A A A A
K> K> Ctl K, Ky

Fig. 5: Network topology to simulate a run of a 2-counter Minsky machine

Our proof follows the same line as the one presented in [9]. We use a grammar
which builds lines of unbounded length as the one presented in Figure 5. Using a
technique similar to the one presented before we extract a single leader process
in each clique vertex, and then we simulate the counter machine. The process
type Ctl, called the controller, simulates the instructions of the Minsky machines
and the processes of type K; encode the value of the counter ¢; thanks to specific
states Z and N Z. Intuitively, the number of processes in states NZ represent
the value of the counter and all the processes in the ’extracted line’ from the
controller to the first node in state NZ are in state Z. To increase a counter, a
message is transmitted to the last vertex in Z who changes its state to NZ and
sends back an acknowledgment to the controller. To decrement the counter, we
proceed the same way but this time, it is the last node to be in state NZ (which
has a neighbor in state Z) which moves to Z. Finally, to test if the counter ¢;
is 0, the controller checks (thanks to an exchange of messages) whether its first
neighbor of process type K; is in state Z. One key idea of this reduction is that
if there are not enough processes in the line to simulate the counter value, the
simulation is blocked. However we have that the Minsky machine halts iff there
exists a line (big enough) where the controller ends in the state L;. The detailed
construction is provided in Appendix.

Theorem 1. CSReach(=>,) is undecidable.
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5 Describing Reachable States in MSO

The previous negative result motivates the search for sufficient conditions that
guarantee decidability of the safety problem, without jeopardizing the expres-
sivity of the model we consider. In this section, we show that, under certain
assumptions, we are able to build a formula of the Monadic Second Order logic
(MSO) that characterizes the local control states which can be reached by an
execution of some network topology obtained by the expansion of a given clique-
and-cloud topology.

5.1 Monadic Second Order Logic for Clique-and-Cloud Topologies

We begin by giving the definition of MSO, adapted to our context. Monadic
Second Order (MSO) logic is the set of formulae built inductively, from a set var
of first-order variables and a set Var of set variables, according to the syntax:

pu=@oNe || dre | IXp | X(y) | E(z,y) | Pi(z) | Az) | .. ()

where x,y € var, X € Var, A and — are the classical boolean operations for con-
junction and complement, X (y) is the unary predicate for membership E(z,y) is
the binary predicate for edges and, P;(z) (with P; € P) is the labeling predicate
for process type and A(x) and ... (z) are the labeling predicates for expansion
types. Additionally, we assume classical shorthand notations for Vv (disjunction),
= (implication), Vv.¢ and VV.@ (universal quantification). As usual, we call
sentence a formula with no free occurrence of first order or second order variables
(all variables are in the scope of some quantifiers).

The MSO formulae we consider in this paper are then interpreted over clique-
and-cloud topologies. A variable store for a clique-and-cloud topology G is a
mapping v from first order (resp. set) variables into vertices (resp. sets of vertices)
of G. Let G = (V, &, Lab, VA, V-) be a clique-and-cloud topology, we define the
satisfaction relation = parameterized by a store inductively as follows (boolean
cases are omitted):

c e 9Fu X(@) < v(@) € v(X)

G Elwy) — W@ vW)) €€ g1 "p ) o Lab(v(z)) = P, for P, € P
GE, Alz) <+ v(z)eV vii i d
Ghv(z) — ey, GETmp = O plrsmeuey

GE, I X9 < § Izy[x,_,u] o for some U C 'V

where v]x — u] (resp. v[X — U]) represents the store that agrees with v ev-
erywhere except for the variable x (resp. X) which is mapped to the vertex u
(resp. the set of vertices ). If the MSO formula ¢ is a sentence, the store is not
important, hence we omit it. In this case, we write [¢] = {G | G |= ¢} for the
set of models of a sentence . We point out that considering MSO with vertex
quantifiers® is crucial for the following decidability theorem (Theorem 2).

In our context, MSO formulae appear as a very useful tool because we are
able to decide whether there exists a clique-and-cloud topology in the language of

3 Usually also denoted MSO; in the literature [7].
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a grammar which satisfies a given formula. This is thanks to a result of Courcelle
and Engelfriet, which states that given a VR-graph grammar I" and an MSO
sentence ¢, it is possible to build a “refined” grammar I, that produces the set
of graphs from the language of I" that, moreover, satisfy ¢, see, e.g., [7, Theorem
1.22]. Since emptiness of a grammar is decidable in polynomial time (in the size
of the input grammar), we obtain the following theorem:

Theorem 2. The following problem is decidable: given a graph grammar I
written in the VR-algebra and an MSO sentence ¢, does L£(I") N [¢] = 07

5.2 Reachable States Labeling of Clique-and-Cloud Topologies

In the rest of the section, let G = (V, &, Lab, VA, V-) be a fixed clique-and-cloud
topology and = a network transition relation (i.e., a relation between network
configurations, defined by either the reliable or unreliable semantics). We recall
that Lab maps each vertex in V to a process type in P, where P = { P, ..., P},
P; = (Qi, qin,i, 0i), for all i € [1,4] and Q = ¢, .,., Qi and 6 = |4, ,-, 0; denote
the overall set of states and transition relation, respectively. o

A states-labeling of G is a function v : V +— 29, that associates each vertex
to a subset of Q). In particular, we are interested in a specific states labeling,
namely the reachable states-labeling for G v, : V — 2@ defined as follows:

Definition 5 (Reachable states-labeling). For all v € V, we have q €
Yizwen (V) if and only if there exist (G, f) € [G], u € f~1(v) and c € Cg verifying
the following conditions: (1) c(u) = q and (2) cgl =*c.

The next lemma, which can be directly proven by applying the definition,
shows the connection between the reachable states-labeling and the control state
reachability problem for the clique-and-cloud topology G.

Lemma 1. Let g € Q be a state. Then, there exists G € [G] and ¢ € Cqa such
that #.(q) > 0 and c§, =" c iff there exists v € V such that ¢ € v, (v)

In the sequel, we will show that, under certain conditions, we can build an
MSO formula which characterizes the clique-and-cloud topology whose reachable
states labeling exhibit a given control state ¢q. By Theorem 2, this provides a
general argument for the decidability of the CSReach(=) problem.

5.3 Two Sufficient Criteria

We state here the conditions we rely on to establish our decidability results. We
begin by introducing some new notations. Given a clique-and-cloud topology
G =(V,&, Lab, VA, V.) and two disjoint network topologies Gy = (V1, E1, laby)
and G2 = (‘/2, EQ, labg) such that (G1, fl), (G27 fg) S [[Qﬂ, we denote by G1 (] G2
the network topology (V, E, lab) where: V= ViwV, and E = EjWE,w{(v,v) €
Vi x Va_i | fi(v) = fa_i(v'), fi(v) € Va, i =1,2} and lab(v) £ lab;(v) for all
v € V; and all i € {1,2}. Note that, by construction, we have the following:



446

447

448

449

450

451

452

453

454

455

456

457

458

459

460

462

463

464

465

466

467

468

469

470

471

472

473

474

475

476

477

478

479

480

481

482

483

484

485

14 R. Iosif et al.

Lemma 2. If f : V — V is the surjective function such that f(v) = f1(v) for
allv e Vi and f(v) = fa(v) for all v € Vo then (G1 W Ga, f) € []].

Finally, given two configurations ¢; € Cq, and ¢y € Cg,, we denote by c¢1 We
the configuration in Cq,wg, such that ¢; Wea(v) = ¢1(v) for all v € V; and
c1 Wea(v) = ea(v) for all v € V. We say that a state ¢ € Q is an emitter state,
whenever there exists m € X and ¢’ € @ such that (¢,!m,¢’) € § and denote by
QE C Q the set of emitter states. The first criterion is stated below. We say that
the network transition relation = respects the composition property for emitters
when it satisfies the following statement, for all clique-and-cloud topologies G:

Definition 6 (Composition property for emitters). For all G1,G € [G],
if ¢; € Cqg, are configurations, where cfjl =* ¢;, 1 = 1,2, then there exists a
configuration ¢, € Cq, verifying cSr¥C? =* (¢) W ¢y) and ¢ (v) = ¢1(v), for all

vertices v of Gy, such that ¢1(v) € QE.

Intuitively this property expresses that if two configurations are reachable then
we can reach another configuration where all the emitters states (resp. all the
states) of the first (resp. second) configuration are present. This allows us to com-
pose configurations on demand to compute reachable states. Even if not stated
this way, this property is the key ingredient of the polynomial time algorithm
for safety under the unreliable semantics proposed in [8] and a similar property
has been established for wait-only protocols under the reliable semantics in [15].

The second criterion is a condition on when control state of a vertex can
change when taking one step of the network transition relation =. We say that
the network transition relation = respects the local successor property whenever
if satisfies the following statements, for all clique-and-cloud topologies G:

Definition 7 (Local successor property). For all G = (V,E,lab) € [G],
c€Cq andv €V, there exists ¢ € Cq such that c = ¢’ and c(v) # ¢/ (v) if and
only if there exists m € X, such that one of the following properties holds:

(1) c(v) s c(v), or,

(2) ¢(v) Iy c(v) and there exists u € V and q € Q such that (u,v) € E and
c(u) I q.

Relying on the definitions of the reliable and unreliable semantics, we can prove

the following lemma:

Lemma 3. The network transition relations =, (reliable communication) and
=, (unreliable communication) both meet the local successor property.

Note that whereas we prove that the unreliable semantics respects the com-
position property for emitters, this does not hold for the reliable semantics, and
we will see that we need another restriction in this context.

5.4 Characterization of the Reachable States-labeling

We now provide a characterization of the reachable states labeling of clique-
and-cloud topologies for the network transitions relations respecting both the
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composition property for emitters (Definition 6) and the local successor property
(Definition 7). Let G = (V, &, Lab, VA, V) be a clique-and-cloud topology and
= be a transition relation. We define the following property of states-labelings:

Definition 8 (Inductive reachability property). A states-labeling v :V —
2@ meets the inductive reachability property for = if and only if the following
hold, for all v,v' €V and q,¢',q¢",¢" € Q:

1. if Lab(v) = P; then ¢;n; € v(v),

2. if g €~(v) and q m q then q' € y(v),

3. ifveVa and q,q4 € v(v), q LN q" and ¢ I q" then ¢ € v(v),
4oifq€q(v), ¢ €x(V), (0,0)) € E, q 5 " and ¢ "5 " then ¢ € y(V').

Furthermore, given states-labelings v and v/, we write v C + for the pointwise
inclusion of 7 into +'. We state below an important lemma relating the reachable
states-labeling 7,cqcn and the inductive reachability property:

Lemma 4. If a network transition relation = respects both the composition
property for emitters and the local successor property, then v._,.. is the least
states-labeling (in the sense of C) having the inductive reachability property.

Proof. Let = be a network transition relation respecting both the composition
property for emitters and the local successor property and let G = (V, &, Lab, VA,
V.) be a clique-and-cloud topology. We recall that we assumed P = {Py, ..., P}
where P; = (Qy,Gin,i,0;) for all i € [1,/] and that we denote Q@ = |J,;<, Qi
and § = ¥, ;. 0;. We fist show that 77, verifies each case of the inductive
reachability property.

1. Let v € V and assume Lab(v) = P;. Consider the network topology G =
(V, &, Lab). Note that (G,id) € [G] where id is the identity function (which
is surjective). By definition of c{’ , we have ¢ (v) = gin.i. Since id~1(v) = v
and since ¢;, =* c¢ip, applying the definition of ~,.,, we deduce gin; €
’y'r‘:;ach (U)

2. Let v € V and assume that ¢ € v7,.,(v) and that there exists ¢ !ﬂm q.
We assume that q # ¢/, otherwise the property is obviously satisfied. By
definition of ~7, ., there exist (G, f) € [G] and a vertex v' € f~!(v) and
a configuration ¢ € Cg such that c¢(v') = ¢ and ¢§, = c. Since we have

(¢ ﬂ)g q'), using the fact that = respects the local successor property, we
deduce there exists a configuration ¢’ such that ¢ = ¢’ and ¢/(v') = ¢’. Hence,
we have as well ¢, = ¢/. We conclude that ¢’ € 77,5, (v).

3. Let v € V and assume that there exist ¢,¢" € v7,.,(v) and v € V4 and
q !ﬂn; q"” and ¢’ m, s ¢"". By definition of 77, ., , there exist (G1, f1) € [F]
and a vertex v; € f; '(v) and a configuration ¢; € Cg, such that c;(v;) = ¢
and ¢S =* ¢;. Similarly, there exist (Ga, f2) € [G] and a vertex vy € f;5 ! (v)
and a configuration ¢z € Cg, such that ca(v2) = ¢’ and cicff =* cy. We now
show that ¢ € 72, ., (v) (assuming ¢"" # ¢’ otherwise, the result is obvious).
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We counsider the network topology G = G1WGs with G = (V, E, lab). Thanks
to Lemma 2, we have (G, f) € [G] (where f is the function given in the
lemma). Since = respects the composition property for emitters and since
¢ is an emitter state, we deduce that there exists a configuration ¢} € Cq,
verifying ¢, =* (¢} W) and ¢ (v1) = c1(vi) = g. We denote by ¢ the
(G1 W Gy)-configuration ¢} Wcy. By definition of W, we have hence ¢(v1) = ¢
and c(v2) = ¢'. Furthermore, by definition of (G, f), since f(vi) = fi(v1) =
fa(va) = f(v2) =v and v € Va, we have (v, v2) € E. Using the fact that =
respects the local successor property, we deduce there exists a configuration
¢ such that ¢ = ¢ and ¢/(v2) = ¢"”". Hence, we have as well &, =* ¢/. We
conclude that ¢ € 77, ., (v).

4. Let v,v’ € V such that (v,v’) € £ and assume that there exist ¢ € v2, ., (v)

and ¢’ € v, (V) and ¢ s ¢ and ¢ “Zvs ¢, By definition of Vroachs

there exist (G1, f1) € [G] and a vertex v; € f; *(v) and a configuration ¢; €
Ca, such that ¢;(v1) = g and ¢! =* ¢;. Similarly, there exist (G2, f2) € [G]
and a vertex vy € fy 1(11) and a configuration cs € Cg, such that ca(vs) = ¢/
and 2 =* ¢,. To prove that ¢/ € v2,.,,(v'), we apply the same reasoning
as the previous case, the main difference being that we have here (v1,v2) € E

because (f(v1), f(v2)) = (v,v') € £.

Consequently, v, respects the inductive reachability property.

We consider now a states labeling v respecting the inductive reachability
property, and we show that «>> ., T 7. For this matter, we define the family
(Yn)nen of states labelings as follows: for all n € N, for all v € V, we have
q € Y, (v) iff there exists G = (V, E, lab) such that (G, f) € [G] and there exists
v' € f~1(v) and ¢ € Cg verifying the following conditions:

1. ¢(v') = ¢, and,
2. cip =™ c for 0 < m < n (where =9 is the identity relation and =F is the
relation = - =k~ for all k > 1)

We show by induction that v, C ~.

— We first show that 79 C «. Let v € V and ¢ be a control state in ~o(v).
We prove that ¢ € v(v). By definition of 7o, there exists (G, f) € [G] with
G = (V,E,lab) and a vertex v’ € f~1(v) such that c& (v/) = g. Assume
now that lab(v') = P,. In that case we have lab(v') = P, and ¢ = gin ;.
By definition of [G], we have Lab(v) = Lab(f(v')) = lab(v’) = P;. Since ~
respects the inductive reachability property (in particular statement 1), we
deduce that ¢ = ¢;y,,; belongs to y(v). Hence, we have v C 7.

— We now move to the inductive step. Let n € N and assume that v, C v. We
show that 7,41 C v. Let v € V and ¢ be a control state in 7,41 (v). First
note that if ¢ € ~,,(v), then using the induction hypothesis we obtain directly
that ¢ € y(v), we assume hence that ¢ &€ ~,(v). By definition of ~,1, there
exists (G, f) € [G] with G = (V, E, lab) and a vertex v’ € f~1(v) and ¢ € C
and m < (n + 1) such that ¢,,(v') = ¢ and ¢§, =™ c¢,,. Note that since
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q ¢ vn(v), we know that m = n 4+ 1 and there must exist a configuration
¢ € C such that c§, =" ¢/ = ¢ with ¢/(v) = ¢’ (where ¢ # ¢). By definition
we have ¢’ € v, (v) and thanks to induction hypothesis, we deduce ¢’ € v(v).
Now since ¢’ = ¢, and since = respects the local successor property, we can
perform the following case analysis:

1. Either, ¢ !ﬂh; q, in that case since ¢’ € vy(v) and since 7 respects the
inductive reachability property (in particular statement 2.), we deduce
that g € y(v).

2. Or ¢ Iy ¢ and there exists u € V and ¢” € @ such that f(u) = f(v)
and (u,v’) € E and c(u) LN q". First note that since f(u) = f(v') = v
and (u,v’) € E, by definition of (G, f) € [G], we have v € Va. Then the
same way, we show that ¢ = ¢/(v') € v(v), we can show that ¢/(u) €
7" (v) C ~v(v). Since v respects the inductive reachability property (in
particular statement 3.), we deduce that ¢ € v(v).

3. Or ¢ ?ﬂm q and there exists u € V and ¢” € @ such that f(u) # f(v')

and (u,v") € E and c(u) 25 ¢, First note that since flu) # f(v')
and (u,v’) € E, by definition of (G, f) € [G], we have (f(u),v) € &.
Then the same way we show that ¢’ = ¢/(v') € y(v), we can show that
c(u) € y"(f(u)) € v(f(u)). Since v respects the inductive reachability

property (in particular statement 4.), we deduce that ¢ € v(v).
Hence, we obtain v,,+1 C 7.

We have then proved that v, C ~ for all n € N. By applying the definition, we
have that 7,7, (v) = U, ey Yo (v) for all v € V. Hence, we have v,cqcn(v) € v(v)
for all v € V, and consequently Y,eqcn T 7. O

5.5 Defining the Reachable States-Labeling in MSO

In this section, we consider a network transition relation = meeting both the
composition property for emitters (Definition 6) and the local successor prop-
erty (Definition 7). We define the equivalent property of the reachable states-
labeling stated in Lemma 4 using an MSO formula. More specifically, assum-
ing w.l.o.g. an enumeration Q = {q1,...,¢,} of the set of states, we build an
MSO formula @,.cqen (X1, .- ., X,) where each X is a free set variable, such that
G By Preacn(X1,...,X,) if and only if v(X;) is the set of vertices v verifying
Qi € Vigaen(v) for all ¢ € [1,n].

First, we build an MSO formula &;,,4(X1, ..., X,) to characterize the states-
labelings which respect the inductive reachability property (Definition 8). This
formula uses four families of formulae: 1 ;(z, X1,...,X,), p2.:(z, X1,..., Xp),
w3i(z, X1,...,Xy) and @4 ;(x, X1,..., X,), for i € [1,n], where z is a free first-
order variable. Each of this family is related to one of the conditions of Definition
8 and expresses the respective condition regarding the state ¢; and the vertex
associated to z. Formally, for all ¢ € [1,n], we define:

false if A5 € [1,4]. ¢ = qin,

@17i(l',X1,...,Xn)g .
Pj(x) if ¢; = qinj
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poi(m, X1, X,) = \/ X,(x), where

JjeET \
J={iellin] | ¢j —5q, meX}

pai(e, X1, ., X)) E\/ Xi(x) A Xy (z) A A(z), where

(k,k")EK
(qzc!iUQ)
K=< (kKk)el,n] x[1,n]| (g "5sq)
i

o1t X1,...,X,) = \/ 3z’ X (2') A Xir(z) AN E(2!, )
(k,k" ek

4
Dina(X1, .., Xn) EVa ( N\ @sile, X1, Xn)) = Xi(2))
=1 s=1

In order to state and prove the property of this formula below, for a store
v, we define the states-labeling 7, (v) £ {¢; € Q | v € v(X;)}, for all v € V.
Thanks to the definition of the inductive reachability property and relying on
the semantics of MSO, we deduce the following lemma.

Lemma 5. For each clique-and-cloud topology G and store v, we have G =,
Dina(Xy,...,X,) if and only if v, satisfies the inductive reachability property.

From Lemma 4, we know that since the considered network transition relation
respects the composition property for emitters and the local successor property,
then the reachable states labeling is the smallest states labeling (with respect
to C) having the inductive reachability property. In MSO, we can state that
a state-labeling is the smallest, by the following formula: @,cqcn (X1, ..., Xn) =
Dina(X1, ..., Xn)AVX]. .. .. VX Vo Bina(X1, ..., XA (Xi(z) = X(2)).
Thanks to Lemmas 4 and 5, we obtain the following:

Lemma 6. For each clique-and-cloud topology G and each store v, we have G =,
Dreach (X1, ..., Xy) if and only if 7, is the reachable states-labeling.

5.6 General Decidability Result

Lemma 6 gives a characterization of the reachable states-labeling in MSO, when
the transition relation of the network meets the criteria of Definitions 6 and
7. By Lemma 1, knowing the reachable states-labeling is key to solving the
control state reachability problem. In the following, assume that the network
transition relation = respects the two criteria of subsection 5.3, I" be a VR-graph
grammar and a ¢ be a control state (w.l.o.g. we assume ¢ = ¢1). We consider
then the MSO formula & = 3z.3X;..... X Preach (X1, -, Xn) A Xy (2). If we
interpret this formula, it means that in the reachable states-labeling described
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by Dreacn (X1, ..., Xy), there is at least one vertex such that ¢; is associated
to this vertex. Thanks to Lemma 1, this answers the control state reachability
question. Furthermore, Theorem 2 states that we can decide whether there exists
a network topology G in the language of the grammar I" and which satisfies &.
This gives us a general decidability framework, which can stated as follows:

Theorem 3. If the network transition relation = respects the composition prop-
erty for emitters (Definition 6) and the local successor property (Definition 7),
then CSReach(=) is decidable.

6 Specific Decidability Results

6.1 The Case of Unreliable Broadcast

We show that the control state reachability for the unreliable network transition
relation =, is decidable. Thanks to Theorem 3, it is sufficient to prove that =,
respects the composition property for emitters and the local successor property.
Note that we have already proved with Lemma 3 that this relation respects the
local successor property. It remains to show the other property.

Lemma 7. The networks transition relations =, respects the composition prop-
erty for emitters.

Proof. Let G be a clique-and-cloud topology and let G1,Gs € [G]. Assume
we have ¢; € Cg, such that cgj = c1 and ca € Cg, such that c;> =7 ca.
We show that ¢52¥C2 =* (¢; W ¢y) (this is actually a bit stronger than the
composition property for emitters and this is possible thanks to the unreliable
broadcast). Since we have unreliable broadcast, nodes are free to ignore incoming
messages and not change state, from this we can let G; WG4 perform the sequence
¢8G2 —x ¢y 92 and have all nodes in Gy do not receive the broadcast
messages so that they stay in their initial state. Similarly, for the G5 transition
sequence, we will have all nodes in GG; not react and then have that ¢y & cgf =

c1 W co which concludes the proof, showing cfjij? =* (¢1 We). O

Consequently, we can deduce the result of Theorem 4 by Lemma 3 and
Lemma 7 using Theorem 3:

Theorem 4. CSReach(=,) is decidable.

6.2 Reliable Broadcast with the Wait-Only Restriction

As we have seen in Section 4, the control state reachability is undecidable for
the reliable network transition relation =,.. This implies that this relation does
not satisfy the composition property for emitters (we know by Lemma 3, that
it respects the local successor property). However, the wait-only restriction on
process types introduced in [15], allows us to regain decidability in our context.
This restriction states that in the considered process types, there should never be
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a state from which messages can be both sent and received. Formally a process
type P = (Q, gin,0) is said to be wait-only iff for all states ¢ € @, there does

not exist m,m’ € X and ¢, ¢"” € @ such that ¢ !ﬂm ¢ and ¢ ?Ln; q" and there

"

does not exist ¢’ € @ and m” € X such that g;, ?Ln; q"". We call q an action

state if there exists m € X and ¢ € Q verifying ¢ !ﬂ)[g ¢’ or from which there
is no outgoing transitions. Due to the restriction on ¢;,, it is always an action
state. The other states are called waiting states. Finally, we say that the set of
process types P = {P,..., Py} is wait-only iff P; is wait-only for all ¢ € [1,].
We now show that this restriction allows us to regain decidability.

Lemma 8. When dealing with wait-only process types, the network transition
relation =, respects the composition property for emitters.

Proof. Let G be a clique-and-cloud topology and let G1,Gy € [G]. Assume we
have ¢; € Cg, such that cgj =% ¢1 and ¢y € Cg, such that cgf =7 ca. We let
G1 WG4 perform the sequence of transitions cgij"’ =rc &chf. This is sequence
of transitions is possible as all vertices in ¢52 are in an initial state, which are
by definition action states from which no message can be received. Next, we let
G1 W G5 perform the same sequence of transitions as in cgf =¥ cg, this gives
rise to ¢ W c% =7 ¢| Wco. Note that the taken transitions can have an impact
only on the vertices of ¢; which are in a waiting state, but for all vertices v € V3
where ¢1(v) € Qg we know that these cannot react to a broadcast and will not

move. Hence, for v € V1 if ¢1(v) € Qg we have ¢} (v) = ¢1(v). O

Finally, by Lemma 3 and Lemma 8 we fulfil the hypothesis of Theorem 3 and
obtain the result of Theorem 5.

Theorem 5. CSReach(=>,) restricted to wait-only process types is decidable.

7 Conclusion

We have shown in this paper, that the parametric safety problem for broadcast
networks where the set of accepted topologies is given thanks to a graph grammar
recognizing clique-and-cloud topologies is decidable for unreliable communica-
tion, undecidable for reliable communication and that in the latter case, decid-
ability can be regained by imposing the wait-only restriction on the processes
running in each node of the networks. Our technique to obtain decidability re-
lies on a reduction to the model-checking problem for MSO formulae over graph
grammars. First, this technique does not allow us to have precise complexity
bounds and in the future we plan to find to which complexity classes belong
the considered problems. Second, we also think that this general decidability
procedure can be applied in different context or for other properties.
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A Proof of Section 4

A.1 Building the network topology

We model the counting machine as a network topology G with processes P =
{K{,K{,K;1,Ctl, K}, K}, K>} in the clique-and-cloud expansion (G, f) € [G].
The graph is a line of nodes shown in figure 6 with a control node Ctl in the
middle and counter nodes K}, K" and K; on each side for ¢ € {1,2}. We want
the C'tl node to broadcast instructions and propagate the messages through each
side of the network.

A A A A A A A
K> Ky K] Ctl K; Ky K

Fig. 6: Network topology to simulate a run of a 2-counter Minsky machine

The class of graphs describing graphs such as the one in figure 6 is given by the
following VR-graph grammar; I', = ({L, P, Py, P3},{m, 7}, 2, 75,73}, R, L)
with R defined by the following:

L — edgr, n,(edgry n,(P1 ® P ® P3))
| €dgn, x; (relabpr, sxr nrs0) (L) © Pr)
| €dgry xy (relabirysny mys0) (L) © Po)
P — om (K1, A) | om (K7, A) | owl(Ki’, A)
| omi(K71,.") | emi(KY,. ) | emi (KT, ")
— omy(Ka, A) | ema (K5, A) | ema (K
| oma (Ko, ") | oma(Ky,. ) | ema (K3, ")
P; — om3(Ctl, A) | em3(Ctl, *)

A)

Now, before encoding the behaviour of the counting machine instructions, we
need a way of doing leader selection regardless if the node is a clique or a cloud.

A.2 Leader selection for clique-and-cloud topologies

The idea of the leader selection for clique-and-cloud graphs is similar to the
intuition given in section 4 but more complex as we can have both clique and
clouds. We want to propagate messages through the network, putting 1 process
further and the rest in the error states and in the explanation we will not mention
when a process goes into the error states as it is apparent from the figures. We
will refer to the processes as qo, k] o, ki o and Ky (their initial states) and
write it as qo — ky o — ki — k1,0 — k11 — ..., we will explain in detail for 1
side of the counter as the other side is identical. To accomplish this, we use the
process types shown in figures 7, 8, 9 and 10. First the ¢y process will broadcast
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/ . . . . . / . .
a Ireq; message which is received by the next in line, k; ; which responds with
’ . ’ ’
lack, and receives a lok; message back. Now the k; ;, process can broadcast

ldone; which moves one process to ZL and similar it will propagate !reqll/ to
the next process in line, klllAO which will do a similar exchange of messages,
broadcasting !done; and sending a new line of messages with !req; to the next
process in the line, ki o. Once we have done this n + 1 times, the line will look
like o — Ky g — kg — k10 — k13 — ...k, — k1,41 and all counters will be
synchronized by !done; putting the line in the state go — Z; — Z; — Zy — .. ..
The fact that we need n + 1 is a technical detail of encoding the instruction
behaviour and will be explained in the proof when it is needed. Next we do the
exact same thing with the other side, k;ﬁo, ]f/z/,o and k2 o which will put g in
state Lo, and we have the final line: ... — Z5 — Z; — Z; — Ly — Zi - Zi' — 7y
The configuration of the network after leader selection will now be a line of
nodes where the Ctl node is at Ly, corresponding to the first line of the Minsky
machine and all counters in Z (zero), we denote the state of the network as a
line Zy 41 —...—Zo1 — Lo —Z11 — ... — Z1,n+1 and move on to encoding the
instructions of the Minsky machine that changes the states of the line.

?ack}

!
1 7acky
1 qred2
2

1ok}

‘?doney

Fig. 7: Leader selection for C'tl
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ldone;

?done
ldone

Fig.8: Leader selection Z; for i € {1,2}

ldone;

?done;

Fig.9: Leader selection Z] for i € {1,2}
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?done

ldone

Fig. 10: Leader selection Z!' for i € {1,2}

A.3 Instruction encoding

Now we will explain the encoding of instructions of the Minsky machine. We
consider the figures 11, 12 and 13 like what is shown in [9]. The encoding of the
increment and decrement instructions are straight forward and will be executed
by the C'tl process. The controller starts in the beginning of an instruction L and
sends an increment message (resp. decrement), it will broadcast an linc; (resp.
ldec;) message to a counter node (K7 or K}), then it will get an ?ackinc; (resp.
?ackdec; or ?zero) message back from a counter node and then the controller
will move to the start of the next instruction L’ (or L in case of the decrement
instruction).

line; ?ackinc;
® O )

Fig. 11: Encoding of Minsky machine instruction: L : ¢; := ¢; + 1; goto L’
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()

?ackdec;

i : ldec;

?zero;

)

Fig. 12: Encoding of Minsky machine instruction: L: if ¢; = 0 then goto L’ else
¢ :=c¢; — 1; goto L”

The counting behaviour shown in figure 13 for the counting nodes is more
complex, since we need to propagate the messages through the network and be
careful how we do so:

— If the node is in state Z and receives a decrement message dec;, we broadcast
a zero; and move back to state Z.

— If the node is in state Z and receives an increment message inc;, we acknowl-
edge and move to state NZ.

— If the node is in state NZ and receives an increment, we broadcast inc;
the increment to our neighbours and wait for the acknowledgement, then we
broadcast our own acknowledgement and move to NZ.

— If the node is in state NZ and receives a decrement, we broadcast dec; the
decrement to our neighbours and now there are 2 cases; either the node gets
a zero as response, we move to state Z, or it gets an acknowledgement as
response, we broadcast our own acknowledgement and move to state NZ.
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lackine;

?dec; m ?inc; linc;
NZ
O () O

lackdec; lackine;

Fig. 13: The encoding of the counting behavior of the Minsky machine for coun-
ters ¢ € {1,2}

A.4 TUndecidability of control state reachability

Now we are ready to prove the claim made in theorem 1, and we proceed by
reduction for the halting problem for (two-counter) Minsky machines.

Proof. The halting problem for Minsky machines Halt(M) asks whether any
Minsky machine M halts. This problem is undecidable, hence we want to show
a reduction from Halt(M) to CSReach(=-,). The reduction we want to show
is that for any Minsky machine we can construct a clique-and-cloud topology
G € L(I'y) and show Halt(M) < CSReach(=).

Given a Minsky machine M, we say the maximum value of the counters of a
run is n for ¢; and n’ for ¢y, then to construct a clique-and-cloud topology that
simulates the run we need n + 1 nodes of K}, K} and K. For the other counter
we need n’ + 1 nodes of K}, K and K similar to the graph presented in figure
6. For all process types we perform the leader selection by broadcasting shown
in section A.2 resulting in a configuration that looks like Z5 ;41 — Z3, — ... —
Zor—Lo—Z11—...—Z1 — Z1 n/41 O, & line of nodes where all counters are
set to zero and the control process at the start of the first instruction encoding.
Notice that we no longer distinguish between the states Z’, Z” and Z as this
was only useful for leader selection.

Now we show the reduction, first we show the first direction (1) Halt(M) =
CSReach(=), if the Minsky machine does an instruction L, then the network
topology can perform a sequence of transitions corresponding to the instruction,
in the other direction (2) CSReach(=,) = Halt(M) we show if the network
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topology does a sequence of transitions ¢ =* ¢’ then the Minsky machine does
the corresponding instruction L; L.

(1) Halt(M) = CSReach(=,): Now we show that if the Minsky machine does
an instruction L, then the network topology can simulate the instruction. Let
the Minsky machine be at the initial instruction Ly with both counters at 0. Let
n and n’ be the maximum counter value for a run in the Minsky machine and
the network topology be in the state Z3 411 — Zopy — ... — Zo1 — Lo — Z11 —
oo — Z1y — Z1 p+1 Now, we show for both instructions that we can simulate
any run of a Minsky machine. Here we only reason with a single counter that
we will call ¢; because extending the line with 2 counters is trivial as the other
side is identical. Note that since we only have 1 counter we omit specifying the
side of the line, that is we will write Z,, and NZ, instead of Z; ,, and NZy .
For this reason we let « be the maximum value of some counter ¢; (it could be
n or n').

Increment Instruction: If the Minsky machine does the instruction L : ¢; := ¢; +
1; goto L', then we can simulate it on the network. The network simulates the
increment instruction with 2 types of behaviour from figure 11 and 13 depending
on the value of the counter:

— If ¢; = 0, then we have the linel— 277 —...— Z, — Z, 1 and Ctl will broadcast
a linc; message and have Z; acknowledge by lackine; and resulting in the
liHeLszl 7227...7mezm+1

— If ¢, > 0, then we have the line L — NZy — ... — NZ,, — Z¢,41 — ... —
Zy — Zyy1, and Ctl will broadcast a linc; message and the other NZ nodes
will propagate the linc; message through the network (shown by Zinci, and

linc;

— in figure 13) until we reach the node Z.,, which will acknowledge and
move to NZ,,,, and the acknowledgement ackinc; will be propagated back

through the line putting all states in NZ until it reaches Ctl.

Once Ctl receives Tackinc; and moves to the next instruction L’ from figure 11
and the resulting line becomes L' = NZ; — ... — NZ., = NZe, 41 — Zeypa — ... —
Zy — Zgy1 is clearly a simulation of the increment instruction, since the Minsky
machine incremented the counter ¢; := ¢; + 1 and the network put node Z, 4
in NZ.,+1 and both moved to L.

Decrement instruction: Now we look at the instruction L: if ¢; = 0 then goto
L' else ¢; := ¢; — 1; goto L” and show the network topology can simulate the
instruction with 2 types of behaviour from 12 and 13 depending on the value of
the counter:

— If ¢; = 0 we have the line l — Z7 — ... — Z, 41, then Ctl will broadcast a !dec;
message and the Z; node will react by sending back a !zero; and go back to
state Z and C'tl moves to L”.
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— If ¢; > 0 then we have the line | - NZy — ... = NZ, — Z¢, ., — ... Zog1,

and Ctl broadcast a !dec; message which will be propagated until it reaches
Ze,., which will respond with !zero, then the NZ., node will go to Z., and
will propagate the acknowledgement back, eventually reaching Ctl which
receives the lackdec; message and go to L’. This also shows why we need

2 + 1 counting nodes to simulate a run in the Minsky machine.

The Ctl node can receive 2 messages back from the exchange, that is either a
lzero; or a lackdec;. For the lackdeck; it will go to L’ and for the !zero; case the
process will move to L' The resulting line willbe |- NZy —...—NZ., , — Z., —
... Zy41, clearly we simulated the decrement, having the non-zero counting node
at NZ., , and the Ctl node at either L’ or L” which concludes this direction.
(2) CSReach(=,) = Halt(M): For this direction we show that if the clique-
and-cloud topology can reach control state g then the Minsky machine halts.
We again assume the initial line Z3 41 — Zopy — ... —Z21 —Lo— 211 — ... —
Z1n — Z1p+1 and the maximum value z of the counter ¢; is at most n and
n' respectively. Now we show if ¢ = ¢’ we have the corresponding instruction
L; L.

Increment Instruction: Depending on the counter of the value and amount of
processes denoted by #. we have 2 cases:

— If ¢; = 0 and #.(Lg) = 1 then we know we must have the line Lo — Z; —
.. — Zg41. If Ctl broadcast an linc; message, the first counter node 7 will
respond with an acknowledgement !ackinc; which will make Ctl move to
instruction L', which clearly shows the sequence of transitions corresponds
to an increment instruction in the Minsky machine.

— If ¢; > 0 and #.(L) = 1 then we know at least one node is in state NZ
and when C'tl broadcasts an linc; message, the NZ nodes will propagate
the message until we reach the first node in state Z. This node will respond
by moving to NZ and propagate lackinc; back through the network until
it reaches Ctl, which will move to the next instruction L’. Again this se-
quence of transitions corresponds to an increment instruction in the Minsky
machine.

Decrement instruction: For this case, we make the same assumptions as the
latter case.

— If ¢; =0 and #3(Lo) = 1 then we know the lineis Ly — Zp — ... — Z,41 and
C'tl will broadcast a !dec; message to the node Z; which will respond with a
lzero; moving C'tl to the instruction L”. Clearly this sequence of transitions
corresponds to the decrement instruction where the decrement fails.

— If ¢; > 0 and #¢(L) = 1, now we know we must have a line with at least one
node in state NZ, with the line L—-NZy—...—NZ.,—Z.,,, ...— Zz11. The
decrement is propagated until it reaches Z., , where a !zero; is sent back to
NZ,., which will go to Z., and broadcast ackdec; which will be propagated
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back to Ctl. Once the ackdec; reaches Ctl it will go to the instruction !’
which clearly shows the sequence of transitions corresponds to a decrement
instruction succeeding.

Following this reasoning, let Lz be the final instruction of the Minsky machine
and let g correspond to the encoding of Lp. Clearly if we follow the simulation,
the C'tl node will reach state ¢ if the Minsky machine halts, which concludes the
proof

B Proof of Section 5

B.1 Proof of Lemma 1

Proof. “=" Assume that there exists (G, f) € [G] and ¢ € Cg, such that c§, =* ¢
and #.(q) > 0. Since #.(q) > 0, it must be the case that c¢(u) = ¢ for some u
and we have f(u) € V. Then, ¢ € v, (f(w)), by Definition 5. “«<” Assume
that there exists a vertex v € V such that ¢ € v, (v). Then, by Definition
5, there must exist a vertex u € f~!(v) such that c(u) = ¢ and ¢§/, =* c. We
obtain #.(q) > 0, thus concluding the proof. O

B.2 Proof of Lemma 2

Proof. Let Gy = (V1, E1,laby) where (G1, f1) € [G] and Go = (Va, Ea, laby) with
(Ga, f2) € [G]. By construction of lab : V — P we have lab(v) = laby(v) for
all v € V4 and lab(v) = labs(v) for all v € V;, then we obtain that lab(v) =
Lab(f(v)) for all v € V4 WV, by definition of [G]. By construction of E we have
all edges of Fy and E5 along with the edges that form all the expansion pairs
{(v,v") e Vi x Vo | fi(v) = fo(v') and fi(v) € Va}U{(v,v") € V2 x V1 | fa(v) =
f1(v") and fa(v) € Va} verifying the conditions (u,v) € E iff (f(u), f(v)) € &
or (f(u) = f(v) and f(u) € V) from the definition of [G]. Now we have that
both conditions for Gy W G5 hold, and we can conclude (G1 W Ga, f) € [G]. O

B.3 Proof of Lemma 3

Proof. Reliable communication (=,): “=" Let G = (V, E, lab) € [G] be a topol-
ogy, ¢ € Cg be a configuration and v € V be a vertex, such that ¢ =, ¢’ and
c(v) # d(v), for some configuration ¢’ € Cg. By definition of =, we have two
possibilities, either:
— v emits a message m € X, ie., ¢(v) Ay ¢’ (v): this case corresponds to
condition (1) of Definition 7, or

— there exists a vertex u € V where (u,v) € E and state ¢ € @ where ¢(u) s

q and ¢(v) Iy ¢’ (v): this case corresponds to condition (2) of Definition 7.
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“<” Let G = (V, E,lab) € [G] and assume ¢ € Cg, v € V and m € X verity
either condition (1) or (2) from Definition 7. If (1) is satisfied, then we know by
definition of =, that there exists a ¢’ € Cg such that ¢ =, ¢’ and ¢(v) # ¢/ (v)

with ¢(v) s ! (v). Else, if condition (2) is satisfied, we know that there exists
a configuration ¢ € Cg such that ¢ =, ¢ with ¢(v) s d(v) and c(v) # ¢ (v)
and there exists a vertex u € V' such that c¢(u) !ﬂm q and g € Q.

Unreliable communication (=,): The proof for this case is the same as in the
=, case. O

B.4 Proof of Lemma 5

Proof. Let G = (V, &, Lab,VA,V-) be a clique-and-cloud topology and v be a

variable store for G . We first assume that G |, @ina(X1, ..., X,) and we will
show that v, satisfy the four statements of the inductive reachability property:

1. Let v € V and assume Lab(v) = P; and ¢,y ; = ¢;. We need to prove that ¢; €
Y (v). By hypothesis, we have G =, [z0] (\/4:,:1 vsi(z, X1,...,X,)) =
Xi(x). But since Lab(v) = Pj, we deduce as well that G =, 4] 1,i(7, X1,

.., Xy)). As a consequence, we have G =, (5] Xi(z) and hence v € v(X;).
By definition of +,, we obtain ¢, ; = ¢; € 7, (v).

2. Let v € V be a vertex such that ¢; € v, (v) and g; !ﬂm q;- We need to prove
that ¢; € v, (v). By hypothesis, we have G =, [3,.4] (\/;1:1 sz, X1,.... X))
= X;(z). Thanks to the previous assumptions and the definition of v, we
have that v € v(X}), and as matter of fact G =, 3. X;(x). This allows to
deduce that G |=[zs0] ©2,i(z, X1,..., X,,). Similarly to the previous point,
we can then conclude that ¢; € v, (v).

3. Let v € VA such that there exist gx, gx € 7, (v) and g !ﬂ)g q and g 1”—)5
q;- We need to prove that ¢; € 7,(v). By hypothesis, we have G =, (50
(\/;1:1 vsi(x,X1,...,Xn)) = X;(x). Thanks to the previous assumptions
and the definition of +,, we have that v € v(X}) and v € v(X}/) and we
recall that v € V4, as matter of fact G =, (ps0) Xi(2) A Xir (2) A A(). This
allows to deduce that G |=,[55y] ©3,i(2, X1,...,X,)). As previously, we can
then conclude that ¢; € v, (v).

4. Let v,v" € ¥ such that (v,v") € £ and such that there exist g, € 7, (v) and
qrr € v, (V') and gy, !ﬂm q and g/ e q;- We need to prove that ¢; € 7, (v').
By hypothesis, we have G =, ;0 (\/;1=1 vsi(z, X1,..., X)) = Xi(x).
Thanks to the previous assumptions and the definition of ~,, we have that
v € v(Xg) and v € v(Xy) and we recall that (v,v") € &, as matter of
fact G Fymoor ars0) Xk(2') A Xp(2) A E(2', ). This allows to deduce that
G Fufwso] Pa,i(r, X1,...,X,)). As previously, we can then conclude that
q; € ")/l,(’l)/).

Consequently, -, respects the inductive reachability property.
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We now suppose that -, satisfies the inductive reachability property, and we
will show that G =, wina(X1,...,X,). Let v € V. We show for all i € [1,n]
that G Eppose) Niei(@si(z, X1,..., X)) = Xi(z)) (which is equivalent to
G Evlas] (\/;1:1 sz, X1,...,Xn)) = X;(x)). We deal with its conjunct in
a separate matter and take i € [1,n].

1. We show that G =,z (01,i(z, X1,..., X)) = X;(x)). For this matter,
we suppose that G =,z (01,4(7, X1,..., Xy), hence we have Lab(v) =
P; with g¢; = gin ;. Since v, respects the inductive reachability property,
we know that ¢; € v,(v). By definition of ~,, we have v € v(X;), and
consequently G =, 7y Xi(T).

2. We show that G =y [z0] (92,i(7, X1,...,X,) = X;(z)). For this matter,
we suppose that G =,z (02,i(2, X1,...,X,). Then we know that there

is some transition g; ﬂ)g q; such that G =[5, X;(). This allows us to
deduce that ¢; € 7, (v). Since 7, respects the inductive reachability property,
we know that ¢; € 7, (v). As before, this allows to conclude that G =, [5.]
3. We show that G =, 3] (¢3,i(2, X1,...,X,) = X;(z)). For this matter,
we suppose that G =,z (03,4(2, X1,..., X,). Then we know there exists

two transitions g !ﬂm q and g ?—m>5 ¢; such that G =,z Xi(z) A
X ()ANA(z). This allows us to deduce that g, gx» € v, (v) and v € V. Since
v, respects the inductive reachability property, we know that ¢; € 7, (v). As
before, this allows to conclude that G =,z Xi(2).

4. We show that G =,z (Pa,i(2, X1,...,X,) = X;(z)). For this matter,
we suppose that G =,z (04,i(z, X1, ..., X;). Then we know there exists

two transitions g ﬁ)g q and g ln—)g q; and a node u € V such that
G Fupmvaiou Xe(@') A X (x) A E(2',x). This allows us to deduce that
gir € Y (v) and ¢ € 7, (u) and (u,v) € &. Since v, respects the inductive
reachability property, we know that ¢; € 7,(v). As before, this allows to
conclude that G =,z Xi(2).

We have hence proven that G =, wina(X1,. .., X,). O

B.5 Proof of Theorem 3

Proof. Let = be a network transition relation satisfying the composition prop-
erty for emitters and the local successor property and I" be a VR-graph grammar
and a ¢ be a control state (w.l.o.g. we assume ¢ = ¢1). We show that the answer
to CSReach(=) with I" and ¢; as input is positive iff £L(I") N [¢] # 0. This will
complete the proof as this latter property is decidable thanks to Theorem 2.
First assume that there exist G € L(I") (with G = (V, &, Lab,VA,V-)) and
G € [G] and ¢ € Cg such that: #.(¢1) > 0 and c§, =* c. Thanks to Lemma
1, there exists v € V such that ¢1 € 7,,.,(v). Take the variable store v such
that v, = 7, Using Lemma 6, we have G =, Preqen(X1,...,X,). Since
Q1 € Vyeqen(v), we deduce by definition of v that G =, (zs0] Preach (X1, .., Xn) A
X1 (z). Consequently, we have G = Jz.3X;..... AXPreacn( X1, - Xn) AX1 ().
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Now assume that G € L(I') (with G = (V, &, Lab,VA,V-)) such that G =
JrdXq..... X, Preach (X1, ..., Xn) A X7 (). We will show that this implies that
there exists v € V such that ¢1 € ~v,.,(v) and Lemma 1 will allow us to
conclude. Take the store variable v such that G =), Preacn (X1, ..., Xn) A X1 (2).
Using Lemma 6, we know that v, = 7,.,.,- By definition of v, since we have
v(z) € v(X1) we deduce that ¢1 € 7, (v(z)), hence ¢1 € Vi, (V()). 0
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